Interesting results from a Vision Solutions
survey
I’m always watching for stats and numbers in the industry. We are continuously presented with the
“fastest growing” and “x% better than the competitor” based on a number of sometimes skewed
statistics. While I love what information I can gather from statistics for hardware and software, it is
almost always based on sales.
When I was given some statistics recently by my friends at Vision Solutions, I really dug in because
these numbers presented some interesting views on what is happening in the technology. Of course,
I know that even these numbers may be open to a certain amount of interpretation, but hopefully
you can read some of the same information that I have from it.

Consistency across the results
This survey was done using 985 respondents who ranged in company size. Here is the description of
the survey participants:

The interesting thing is that we see information which is contrary to much of what is trending in the
world of marketing IT solutions. It isn’t that all-flash, or public cloud, or any of the specific big
trends aren’t real. What it does show is that there is a big representation of the “middle class” of
technology consumers.
51% indicated that storage growth was between 10-30% per year
Replication features was nearly even at 39% for hardware and 35% for software
Tape isn’t dead – 81% of respondents use tape as part of their data protection solution
There are more details throughout, but these jumped out at me in particular.

Test the plan, don’t plan the test
A frightening number that came from the survey was that 83% of respondents had no plan, or were
less than 100% confident that their current plan was complete, tested and ready to execute. One
word reaction to this: Wow!

As Mike Tyson said: “Everyone has a plan until they get punched in the mouth”. Many people that I
have spoken to have a long lead up to their BCP/DR test and a significant portion of the planning is
one-time activities to ensure the test goes well, but just to satisfy the test, not necessarily to build a
self-healing infrastructure which is where we should be working towards.
To date, one of my most popular blog post series is my BCP/DR Primer:
BCP/DR Primer – An introduction to planning your IT recovery strategy Part 1 – 2 – 3 –
4–5
This is a clear sign in my mind that people are continually looking for resources and tools to build, or

re-evaluate their BCP plan. Since I’m a Double-Take user, the combination of all this hits pretty close
to home. I’ve been using products with online testing capability for a number of years which helps to
increase the confidence for me and my team that we are protected in the event of a significant
business disruption at the primary data center.

Enterprises love their pets
With years of work in Financial Services and enterprise business environments, I get to see the
other side of the “pets versus cattle” debate which is the abundance of pets in a corporate data
center. Sometimes I even think the cattle have names too.
Legacy application environments are a reality. Not every existing application has been or will be
developed as a fully distributed n-tier application. There are a significant number of current and
future applications that are still deployed in the traditional model with co-located servers, single
instances, and other architectural challenges that don’t allow for the “cloudy” style of failure.
There is nothing wrong with this environment for the people who are mapped to this model today.
Most organizations are actively redesigning applications and rethinking their development practices,
but the existence of legacy products and servers is a reality for some time to come.

Evolving application and data protection
I’m a fan of Double-Take, so I’m a little biased when I see great content from Vision Solutions What
I take away from this is that there are a lot of us who may not have the ideal plan in place, or may
not have an effective plan in place at all for a BCP situation. The content of seeing people’s
preparation is only half of the story.

Having a plan is one thing, but seeing what the results of real data loss and the reason behind it is
particularly important. Using manual processes is definitely a fast track to issues.
Beyond orchestration, the next step I recommend is using CDP (Continuous Data Protection) where
possible. My protected content (servers, volumes and folders) are asynchronously replicated, plus I
take daily snapshots for full servers and semi-hourly snapshots of file data. This ensures that
multiple RPOs (Recovery Point Objectives).
In the event of a data corruption, the corruption would be immediately replicated…by design of the
protection tool. Using a previous RPO snapshot prevents the risk of a total data loss by using an
automated snapshot. Phew!
Ultimately, the onus is on us to enhance the plan, build the process, and evaluate the tools. If you
want to find out more on how I’ve done data and server protection, please feel free to reach out to
me (eric at discoposse dot com) and if you want to find out more on the Vision Solutions portfolio
and Double-Take, you can go right to the source at http://www.VisionSolutions.com and there are
some great whitepapers and resources there to help out.

BCP/DR Primer – Part 5 – Test the plan, don’t
plan the test
In the final post in the BCP/DR Primer series we are wrapping up with the final task in BCP
program; testing the BCP plan. Another piece of debate is the semantics of the word “test”. Many
BCP programs will refer to these as “exercises” rather that “tests” but regardless of the label we
apply, this is the ultimate result that we must be able to get to.

Test the plan, do not plan the test
It’s a simple statement, but it could not be more important. The concept of the DR test is to apply the
plan you have in place to test the recovery of your systems and prove the effectiveness of your plan.
Much like Test Driven Development, you may find that you do not hit the mark in the first pass. This
is important in illustrating that the BCP plan is an organic document that must continue to grow and
develop over time.
The real heart of the phrase “test the plan, don’t plan the test” is that you should not be designing a
test to be successful. What I mean by this is that you should be performing the recovery in as natural
an order as possible. Many organizations even have some teams involved where they simulate a true
recovery scenario by involving vendors and internal support teams with limited notice. What this
does is add more realism to the test to ensure that following the plan will produce the result you
desire.

Failure is not always failure
Failure may be a strong word, but when you are performing a recovery test and one of the
components you have planned for fails in its recovery, you have not necessarily failed, but you have
learned that the plan requires additional data. One of my colleagues likes to refer to these as
“challenges” and not failures. We use the word “learnings” as well (which isn’t really a word, but we
use it anyways).
The long and the short of it is that you must take the issue that caused either a delay or failure of a
piece of your recovery and then adjust the documentation and the plan accordingly to work around
it.

The Deadly Embrace – a recovery nightmare realized
One thing that will stop any plan in its tracks regardless of its effectiveness is the deadly embrace.
This is a database term where you have two or more processes accessing a single item where neither
will relent, and neither will continue until the other process releases the item. In other words, a
stalemate or a deadlock. The end result: nobody wins.
If you have a situation arise during your BCP recovery in a test or in a real situation, the deadly
embrace will stop your plan in its tracks and require you to effectively restart the entire process.
During a recovery test, you most likely will not have enough time to re-run the entire test during
your test window which means that you will have to close out the exercise and plan a second attempt
when resources are available.

The Post Mortem
It isn’t just for Quincy M.D. anymore. The Post Mortem meeting is a necessity to evaluate the
recovery test and take our learnings from the process so that we can apply them to the documents
and the plan to alleviate those issues for future recovery tests, or more importantly a real recovery
scenario.
Be prepared to have detailed discussions in this meeting, and be prepared to apply as much time as
necessary to the process. If we do not open our minds and our plan up to what really took place
during the recovery, we cannot be as effective as we need to be in maintaining the best possible
recovery plan for your organization.
And you must remember that there will be people processes which are involved here, not just IT
processes. While our focus in the IT organization is the technical documentation and the bits and
bytes portion of the recovery, there are many processes that require warm bodies to be the key and
regardless of the most perfect technical recovery plan, without a person to implement it, the plan
may as well be written in Sanskrit.

You’re never done
The interesting challenge with BCP/DR programs is that they are never completed. Because your IT
and business are dynamic, so should be your BCP/DR program. Once you have your environment
documented, and tested, you can consider this to be complete as of a point in time. The next step is
to continue to engage the business in participating in updating, managing and revisiting your BCP
plans with regularity to keep the recovery plan as current as your production environment.
The last task in your Post Mortem meeting is setting the next planning meeting. No, seriously, you
must maintain the momentum and focus to continue to keep the program active. Once you have your
baseline work done it will be simpler.

Change Management and BCP
The best way to keep focus on your BCP program is to fully integrate it with your Change
Management process. For each application and infrastructure change there should be a checkbox in
the process which asks “does this change affect the BCP recovery plan?”. If you involve your
business sponsors and application owners with BCP as part of their day-to-day processes for design
and implementation then it will ease the pain and raise the awareness of the importance of the
recovery planning and BCP program all around.

Want to talk?
I’ve been working with BCP programs for years, and the one thing that I have learned is that an
outside opinion can be very helpful. Feel free to drop a comment to me or Tweet me and I would be
happy to offer anything that I can to help you along the way.
Truthfully this could be a never ending set of posts, but my goal was to try to help those who either
have little or no BCP experience to get to the first steps, or to formalize their process. The more we
do, the better it is for all of us in our respective organizations.

BCP/DR Primer – Part 4 – Application
Recovery Document and “The Plan”
So let’s review how we have come to this point in the process. In Part 1 we discussed the general
strategy of the BCP program and the IT participation in the process.
In Part 2 we moved into the definition of the BCP Tiers and the factors involved to begin mapping
our systems and requirements.
Then in Part 3 we built the BCP Recoverability Matrix. In Part 4 we need to delve into the
applications and detailed documents associated to them.

The Application Recovery Document
It cannot be restated enough that the key feature of an effective BCP program is effective
documentation. The Application Recovery Document (shortened to ARD for ease of writing) is going
to be the most important of the overall document store.
What I mean to say that the ARD is the most important, is that it is designed to be a self-contained
recovery instruction set for each individual system. For this reason, the ARD is also the most
challenging to put together.
In an article I wrote about Writing for your Audience I brought up that we often refer to having to
“write it so a monkey could do it based on your instructions”. This is one instance where you will
need to the level of detail is critical. We have to assume that in the event of a disaster event that we
may not have our key resources our Subject Matter Expert (SME) for each system to perform the
recovery.
To get you started, I’ve uploaded an ARD template here which should be a good baseline to work
from. I encourage you to read it through thoroughly and add any customizations which will make the
readability, and usability as best as possible to suit your needs. Ultimately, this is the crust to your
finest pie. Foundation is everything.

Inch by Inch, Row by Row
Much like a the nursery school rhyme about a garden, you will build the ARD for each
system/application listed in your recovery with detail and order. Each section of the document
clearly defines the point in the recovery process and the specific steps will be listed throughout.
Most of this portion of the BCP program must be flavoured to taste based on your specific business
requirements, technical requirements and ability to capture and convey clear instructions and
process flow.

You will include every relevant piece of information including batch processes, backup processes,
operational details, data management requirements, dependencies (this is very important!) and line
by line detailed steps to complete a full system recovery.
Dependencies are particularly important because as you build the detailed recovery timeline, you
will have full details about recovery order based on dependencies and requirements of your systems.

Coming Home
As you can see, there is a section called Return to Normal/Home Phase which is also an
absolutely important detail in the recovery process. Remember that BCP recovery isn’t just a one
way trip. You will at some point be recovering your environment again in the primary data center.
During BCP tests you will also follow the recovery to home process, and in fact you may have
specific instructions for test recovery which differ from normal production recovery because you
may have data used for test fail-over which is not necessarily designed to be brought back over to
production whereas during a true fail-over you will want to preserve changed data and bring it back
to your primary site.

Storing the documents
Another important part of your BCP program is the storage of your recovery plans, BIA, contact lists
and fundamental information required to complete the secondary site recovery. There are numerous
systems which are available to store, replicate and manage your documents to have them available
during test and real recovery scenarios.
You are encouraged to look an many alternatives, and if you have a vendor of choice for your BCP
site recovery, you should work with them or an appropriately skilled team to manage this part of the
overall program.
Please also be aware of any legal requirements and limitations for information storage, and
specifically on contact information. Your legal department and Human Resources will inevitably be
involved in the BCP program, and you should ensure that they are fully aware of the details being
held in your document repository. There may be regulations based on your geography or industry
that will differ from others.

I love it when a plan comes together
John “Hannibal” Smith couldn’t have said it better. While the ARD and the infrastructure
components are important, they are of little value unless you can piece together the recovery
sequence with a plan. Your BCP coordinator will either be, or work closely with your Project
Management Office (PMO) for designing and maintaining the recovery test plans and the full fledged
recovery plan.
We speak of the “test plan” versus the real plan, but in fact they should be one in the same. The only
difference with the test recovery is some of the data recovery processes which will be clearly
documented in the ARD for each system.
Please excuse the vagueness of this as the template for a BCP recovery plan can differ greatly from
organization to organization. If you would like some samples I would be happy to provide some if you
Tweet me.

What’s Next?
This portion of the post series was lighter on detail because at this point it will be very organizationspecific with the high level details such as vendor choices, recovery site layout and other personal
choices in the BCP program. It is also heavily affected by budget constraint. Now that we have built
the fundamentals of what goes into the BCP design, you are able to apply your own organizational
detail based on your requirements, ability, vendor choice and vendor involvement level.
The final post in the series will talk about the BCP recovery test process and bringing all of the steps
together. We’ve built a great foundation of detail, documentation, knowledge capture and increased
familiarity of our systems. Now we just have to put the plan to the test to validate what we’ve done.
And finally on to Part 5!

BCP/DR Primer – Part 3 – The BCP
Recoverability Matrix
In our last post we laid out the RPO and RTO of a couple of systems to illustrate how we can map
our systems into BCP tiers. Now that we have defined our current state of the core IT applications
and services we will examine the requirements and limitations and define how we can maintain, or
increase the recoverability and redundancy of those systems.

Defining your IT BCP capabilities: The BCP Recoverability
Matrix
The focus of this series is on the IT systems and how you can define and increase the availability and
recoverability to meet your business requirements for alternate site recovery. I’ve created a
template that I’ve used for many years which provides a simplified view of your environment. The
spreadsheet is called the BCP Recoverability Matrix. It is a Microsoft Excel 2010 XLSX file so you
may find that it appears as a ZIP file. Just rename the extension to .XLSX after download. The matrix
can be found HERE.
The matrix spreadsheet has 3 tabs which are Current State, Desired State and Application List. The
Application List will hold the information about each application from your BIA. This will be a
snapshot of information which you need to place each application into the matrix to view it’s overall
recoverability level.

Here is what the matrix looks like. Again, remember that we use the lowest common denominator of
RPO and RTO to show the actual place on the matrix, so these factors will define the BCP Tier (color
coded) as the application appears in the matrix.

Oxygen Services
The first thing that we have to do is define all of the core IT services, or as we call them Oxygen
Services which will be required to begin recovery of the business application systems. Without the
Oxygen Services we would not have any method by which to begin recovery. Many of these services
are already Tier 1 and fully automated but it is still of absolute importance that we document each
system in the matrix.

Business Applications and Dependency Applications
Once we have our core infrastructure and recovery infrastructure mapped out, we are now tasked
with the putting the business applications onto the matrix. The key part of understanding the
business application is understanding they underlying dependencies that are required to bring or
keep it online.
Take a web application. While the business sponsor may understand it to simply be an application
server, there may be multiple dependency applications, database connections, third-party
connections, firewall and VLAN considerations and much more. The goal of the BIA is to have the
business define their application needs, and from that we then fill in the blanks to build the
dependency diagrams and document any downstream services.
This series is about the process of defining BCP, so you may already have your own methods, or you
may want to search out software solutions to fully and effectively document the application
environment. There are lots of great solutions available to assist with the process, and you may find
that you wish to build your own depending on how “original” your configuration is.
The absolutely most important part of any BCP program is clear and effective documentation of your
systems. And you also have to be able to access these documents and information in your recovery
sites, so consider that requirement when you are looking at document management and information
storage for your BCP program.
Once you are able to map out the dependencies you will meet with your business representatives to
confirm that the resulting recovery time-lines meet their expectations and requirements.

Understanding People and Prioritization
There is one thing that you will learn very quickly during this process: People do not want to pay for,
wait for, invest time in recovery. That’s a bold statement, but you have to understand that a business
sponsor has one responsibility: conduct business. Their focus is on the business and people process,
and they look to us as IT SME (Subject Matter Experts) to be able to provide technical solutions for
business problems.
Along with providing daily operational support for their environment, there is a need, and sometimes
an assumption, that there is BCP “built-in” to their application environment. During the BIA you’ve
discovered their business needs, and now that we have laid out the technical dependencies we will
present them with what may be an unfortunate set of news about how quickly their particular
system can be recovered.
Also, when you tell someone that it will take between 4 to 24 hours to recover a system, guess when

they will expect it to be available? Your phone will begin ringing at 4 hours and 1 minute asking “is
it online yet?”. A key phrase you will learn from this if you don’t already know it is “management of
expectations”. This is where you as the IT organization must raise the awareness and understanding
of the business on what will take place during a recovery.
So where the BIA collected information, and you have documented the current state of recoverability
of each system, you will now meet with the business to evaluate their comfort with what can be done
in the event of initiating the BCP plan. This may be a rude awakening for some on where there are
cracks in the armor of a particular system, and it will potentially introduce additional cost to the
business.
One more thing that you may learn about many business representatives is that they do not wish to
participate in this process. It’s not that they don’t want to be able to recover their systems, but as
mentioned earlier, there may be an assumption that this should just be part of normal operations
and thus shouldn’t require more interaction from the business to make it happen. Remember that
while we are here to enable business through technology, that they have one single goal which is to
run the business.

Up and Over
When we look at the BCP Recoverability Matrix, we see that the categories of RPO and RTO are
setup so that the are descending downwards for RPO and to the right for RTO. What we like to be
able to do with systems on this matrix is move them higher in both the RPO and RTO to increase the
recoverability, and reduce the manual interaction required to make this happen.
The goal of the up and over process is to be able to reduce the effort required by IT to provide the
business requirement of recoverability. The goal of IT in this is to also do this with as little expense
to the business organization as possible. Ultimately we want to be able to reduce the work required
by our resources.

Under-Promise, Over-Deliver
Have you ever heard that phrase? BCP isn’t the only place where you want to apply that tactic, but it
is most certainly one of the most important. If the business requires only 24 hour old data (aka
“tape”) then we should replicate the data asynchronously. We will meet and exceed the
requirements, but it may not be necessary to make the business expectation as near-zero data loss.
Why would we not attach the new ability to the plan? Great question, but as we discussed about
mapping the recovery Tiers you do not want to suddenly make the requirement to be a sub-4 hour
RPO which could place an undue stress on your team and your infrastructure. If you can do so when
the business doesn’t absolutely need it you have just saved yourself, and your business sponsor some
grief in a recovery situation.

What’s Next?
We have a pretty good view of the overall requirements at this point. The next post will introduce
the Application Recovery Document and defining the recovery schedule for our overall matrix.

